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Industrial Managed Switch with integrated
encryption function

Your benefits:

Real-time encryption (MACSec) with wire speed (Port 7 and 8)
- Hardware-based "Media Access Control Security" encryption
(IEEE 802.1 AE, MACsec)

Easy integration/retrofit in existing applications

(protocol independent — Modbus TCP, BACnet, PROFINET RT, ...
Optional authentication of network participants

(IEEE 802.1X und RADIUS) - Access control into the network
Space-saving = cabinet installation (45 x 90 x 110 mm)

—> retrofit in excisting systems

Simple configuration by automation engineer Article number:
0852-1322 0-0

0852-1328
Availability:
From June 2020 \/
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Application Example

Key Features:

Absolut sicher!
Symmetrisches

Verschidsselungsverfatren « Secure data link with wire speed

(GCM-AES-128 Bit)

« Easy to retrofit in a network
ModbusTCP. BACnet | PROFINET RT | T} @ ° Space_saving Contro| Cabinet

Ethernet mit IEEE BO2.1AE - MAC Security . .
installation
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Configuration — MAC-Security — Function

Simple Confiquration:

nformation Configuration Diagnostics Security Maintenance o Open WBM
Static SAK « Choose Security
Static SAK tatic ° F” 1 t
il n secre
i Cod Secure Channel Identifier (SCI) is a 16-digit hexadecimal number. Note that if the user did not configure all digits of SCI, (SCI &. SA K)
ecure Lode .
Secure Association Key (SAK) is a 32-digit hexadecimal number. Note that if the user did not configure all digits of SAK, ° P ress ”S u bm |t“
802.1X
Static SAK Setting ~
All Switches in the secure network
Static SAK Setting . .
will receive the same secret
Ports Port7 ~
Enabled [] Ready @
ScCl
SAK
Page 4 Product News Industrial Switches BU-AUTOMATION | Ingo Suleck 05 2020

Internal



Diagnosis — Port-Monitor
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Information Configuration Diagnostics Security Maintenance Reboot  Logout
SNMP Port-monitor
Port Status ~
Modbus TCP
Port Status
System Log
Port Monitor
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Performance of the encryption function

t2

—_—
receive

AEK.
Switch 2

t1

send

AR
Switch 1

Latency:
A =t2-t1= 6,78 uys (Package size 64 Byte)
Aisis =12 —t1 =41,71 ys (Package size 1518 Byte)

Data throughput - 1000 Mbit/s:
1.077.598 Package/s (Package size 64 Byte) 2> 72 %
79.618 Package/s  (Package size 1518 Byte) > 97 %

Data throughput - 100 Mbit/s:
107.764 Package/s (Package size 64 Byte) -2 72 %
7.962 Package/s  (Package size 1518 Byte) > 97 %

Encapsulation:
Y/ SecTAG+ ICV

VLAN TAG User Data

v v = 24-32 Byte

Destination Source
Address Address

<4— MAC Addresses —» 4+— Frame data _—>

MACsec
Elne&[ype 4 +

Sec:I'AG Secure Data ICV |
L
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Openness based on IEEE 802.1AE

Key Features:

« Secure data link with wire speed

EXIEN o
EEET | ModbusTCP, BACnet, PROFINET RT, ... « Easy to retrofit in a network
» Space-saving control cabinet
installation
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Authentication of participants

Key Features:

RADIUS — » Secure data link with wire speed
EEET | ModbusTCP, BACnet, PROFINET RT, ... « Easy to retrofit in a network
» Space-saving control cabinet
installation
n ‘ > .
Rt 3t i
E L PR | SR | | |

3 4K ] AN
o o] I

| - =; ; y ,“A:: AAAAAAA

| [ = .

Page 8 Product News Industrial Switches BU-AUTOMATION | Ingo Suleck 05 2020

Internal



Access control In the network

Authentication (IEEE 802.1X) in the network via RADIUS-Server

Profile of the Switch ,Authenticator”
Authentication activatable per port

Authentication of the ,Supplicant” via the
L2Authenticator” at the ,RADIUS

authentication server* Server
authentication

Authentication of the ,Supplicant” via
username and password or security-

tificat <
certincate Authenticator == = RADIUS

Supplicant
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Summary — MAC Security

Application Areas

* Encryption of e. g. ModbusTCP,
BACnet- or PROFINET-
Communication without adaption of the
existing customer application

» Space-saving (45 x 90 x 110 mm)
control cabinet installation enables
retrofitting in the customer application

Technical Features / Data:

Hardware-based encryption (Mac-Security; IEEE 802.1AE)
—> without additional time delay

Encryption of data packages with 128 bit on two Gigabit ports
(symmetric encryption)

Optional authentication of participants in the network

(IEEE 802.1X and RADIUS)

Temperature range from -20 °C to +70 °C

Potential free networking with SFP modules (up to 80 km)
Secure configuration and diagnosis via web browser (https) or
SNMPv3

UL-Certificate at product availability
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Summary — MAC Security

Application Areas

* Encryption of e. g. ModbusTCP,
BACnet- or PROFINET-
Communication without adaption of the
existing customer application

» Space-saving (45 x 90 x 110 mm)
control cabinet installation enables
retrofitting in the customer application

852-1322: Net list price: 399 €
852-1328: Net list price: 409 €
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